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Overview

Federator.ai

ProphetStor Federator.ai is an-Bdsed solution that helps enterprise manage, optimize, sadale
resources for any applications @penShift Using advanced machine learning algorithms to predict
application workload, Federator.ai scales the right ammtoof resources at the right time for

optimized application performance.

Albased workload prediction for Kafka other applications

Resource recommendation based on workload prediction, applicabpenShifand

other related metrics

Automatic scaling of application containers through Datadog Watermark Pod Autoscaler
(WPA)

Datadog Integration Workflows

Thefollowing diagram shows howapplicationsmetrics are used by Federatortai predict workload
and to automatically scalepplicationsor better performance.Specifically

Datadog Agent sendsuster/applicationsmetrics to Datadog Services

C S R S NJ Daabidfptek qdériesiuster/applicationsmetrics from Datadog Services
and fowardghemto Federator.ai Al engine

Dataadapter posts therediction/recommendationplan created by Federator.ai to
Datadog Services

Datadog Cluster Agent ggtsediction/recommendationplan from Daadog Services
WPA applies plarend autescalesapplications

Datadog Dashboard displagisister/applicationsmetrics and
prediction/recommendationplan by Federator.ai
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Requirements and RecommenddriesourceConfiguration

Platform
Operthift 4.4and above

Federator.ai ResourcRequiremens

TotalResourcRequirmens

- 4 CPU cores

- 4 GB Memory

- StorageClass: 483B (require ReadWriteMany access mode)

Resource requirements for Al Engine

- There must be at least one worker nodgh at least 2 CPU cores and 1 GB memory
available

- The 2CPU cores and 1 GB memory are included in the total 4 CPUacwrdsGB
memory requirements

Federator.aiVersion

Version:Release4.3
30 daydrial license

DatadogAgent Version(reference)

DatadogAgent version v7.21.1
DatadogQuster Agent versior v1.7.0
DatadogWatermarkPod Autoscaler version v0.1.0
kube-state-metrics: v1.5.0(for OpenShift 3.11, Kubernetes 1.11 ~ 1.12)
v1.9.6 (for OpenShift 4.3/4.4/4.5, Kubernetes 1.13 ~ 1.18.x)

PersistentVolumes

The StorageClass that provides frersistentvolumes must supportRWX (readwrite many)
access mode.

It is recommaded to use prsisten volumesinstead of using ephemeral storatestore the
datain the production environment.

Kafka

ForC S R S NI apglidatiohawae Kafkaonsumer resourdgerformanceoptimization
feature, the followingversion of Kafka is supported

Kafka operator versionStrimzi/kafka:0.17 &afka2.4.0
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Federator.ai Installatiorand Configuration

Summary of Installation Steps

Step 0: Review pe-installationchecklistitems, make suréhe environmentand required
information are ready.

Step 1: Collectinformation onDatadogCloudService accounéPIKey,ApplicationKey.
Instructions are provided below.

Step 2:Install and configure Datadog Agent/Cluster Agent if they havédeen installed.
Please follow Datadog docummentation on how to install Datadog Agent and Cluster
Agent.

Step 3:Install Federataai.

Step 4: ConfigureFederator.ai Data Adaptdéor Datadog

Step 5: Optionallyinstall Datadog WPANnd apply WPA autsocaling CRsing Datadog WPiar
autoscaling

Step 6: Review installation result oDatadog Cloud Dashboard

Pre-installation Check List

OpenShift
# | ChecHist Iltem Requirement Details
1 | What is theOpenShiftversion? | 4.4 and above Use the command below to g€penShifiversion:
~# oc version
Client Version: 4.4.5
Server Version: 4.4.5
Kubernetes Version: v1.17.1
2 | StorageClass and Persistent | StorageClassupports Minimum storage size for FederatorRelease 4.8
Volumesrequirement ReadWriteManyaccess mode. 430GBincluding database, data, and logs.
Availablestorage size is larger than
430GB.
3 | OpenShifcluster CPUMmemory | Minimum CPU/menstorage To be able to run Al Engiped, there must be at least
requirement - CPU: 4 Cores one worker node that has more thahCPU coreand 1
- Memory: 4 GB GB memory available

- Storage Class Capacity: 430GB
2 CPU Cores and 1GB for Al Engine are included in

At least one worker nodesith total 4 CPU Cores and 4GB memory requirements.
- CPU: 2 Cores
- Memory: 1GB
4 | Will there bea resource giota | CPU/mem request quotshould be | The CPU/memory requirddr Federator.ai depends o
imposed forthe namespace more than minimum resource the number of clusters and applicatioheing
where Federator.ais installe® | requirement monitored/managed.
- CPU: 4ores Suggestion for initial namespace qads$
- Memory:4GB - CPU 8 cores
- Memory12G

The quota could bedjustedif number ofmanaged
clustergapplications increases.

Use thecommand to get namespace resource quota
~#o0c get resourcequota-all-namespaces

DatadogAgent
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# ChecHist Item Requirement Details

5 IsDatadogAgent installed? | Datadog Agent is mandatory OpenShifresources and workload metrics are
collected by Datadog Agent.
6 IsDatadogQuster Agent Cluster Agent is mandatory for HPA Cluster Agent provides metrics to HPA Autoscaler fg
installed? autoscaling feature autoscaling.

7 IsDatadogWPAcontroller Datadog WPA iquired if aute Datadog WPA is the HPA Autoscaler developed by
installed? scaling is done by WPA Datadog. Users can use Datadog WPA or Kubernetq
native HPA to do autoscaling.

8 Datadog Kafka Consumer | Daadog Kafka Consumer integratiq Use the command to confirm Kafka integration is

integration is enabled? is mandatoryif user wansto use enables
Kafka optimization feature ~#oc exec<datadogagent-pod>-n <datadogagent-
namespace>- agent integration show datadogkafka
consuner

Refer tohttps://www.datadoghg.com/blog/monitor
kafkawith-datadog/for Kafka Consumer integration
installation

9 | Datadog account APl key | API key is mandatory faonnecting [C2f f 2 6 (KS & (i S BaoreRrQuiSGiA

Datadog Service session tmbtainthe API key.
10 | Datadog account Application Applicationkey is mandatory for Follow the steps describedinK § & . ST RNB
key connecting Datadog Service sessiorto obtainthe Application key.
11 |DD_TAGS with DD_TAGS with Usethe commandbelowto confirm DD_TAGS with

@It dzS r'dudtedz@i@ster |G| € dzS I'dudtedzdldster_name |valud' ¢ 1 dabister:<luster_namé s configured
_namex A& O2y ¥F]¢éisrequired for Federator.ai to
Datadog Agent? identify OpenShiftcluster ~#ocget daemonset

<datadog_agent_daemonset_namen
<datadog_agnet_namespaceso yaml

-name: DD_TAGS
value: kube_clustemy-cluster

BeforeYou Start

The admin role for installing Fedeator.ai @tster Admir

Datadog agentnustbe ready if Federator.ai rusin the sameOpenShificlusterthat is

beingmonitored.

ObtainDatadog account APIKey, APPKey.

1. A Datadog account is required for connecting and using Datadog Cloud Service. If you
R2y Qi KIF@S 'y | 002dzyi>x GAaArid 5FGFR23 S«
https://www.datadoghg.com/

2. Log in Datadog Cloud Service with your account and get an API key and Application
key for using Datadog API
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https://www.datadoghq.com/blog/monitor-kafka-with-datadog/
https://www.datadoghq.com/blog/monitor-kafka-with-datadog/
https://www.datadoghq.com/

https://docs.datadoghqg.com/account management/agmpp-keys/

X Welcome, st You are 50% done setting up
ﬂ Welcome, - !

DATADOG

Your hosts (so far)
You have a hosts reporting

data to Datadog
Create a dashboard

See your hosts in more detail in
your Expanded host map. Your infrastructure 7 hosts

Get a summary of basic metrics ‘ 2 ]
atyour & 2
Systerh Overview dashboard

Create a monitor

Invite teammates

M Integrations In

Embeds

You have n integration already installed

Copythe API Keyand Application Keyor Federator.ai Dat@dapter configuration

~ APl Keys
Name Ky . creaw '™ Created at (UTC)
o 8agadbdase £9e8a63 kyv745 then@gmail.com 202005-21 08:31:24 Revoke s

New API key
~ Application Keys

BIESETER ey . PEXPTTEY PO SEETTY 8 DETS Y T BOqFaM SN RPT XPFTZIET Y 1

Name e Key e create d by

pod N P | Kyv745.chen@gmal.com

New application key

To install Federator.ai from Red tHdarketplace, you need to have a Red Hat account and
log in Red Hat Marketplace attps://marketplace.redhat.com/apsecurity/en
us/login/landing

L¥ &2dz R2y Qi KIS I wSR 14 F002dzyiz NBIA:
https://marketplace.redhat.com/erus/reqistration/redhatmarketplace

Red Hat Marketplace integrian with OpenShift provides easy install of purchases and
trials on Red Hat Marketplac&hisrequires registering your OpenShift clusters to your Red
Hat account. The procedure of adding clusters istits://marketplace.redhat.com/en
us/workspace/clusters/add/registerOpenShift 4.2 and above clusters are supported.

Federator.ai4.3 for OpenShifinstallation Guide 6



https://docs.datadoghq.com/account_management/api-app-keys/
https://marketplace.redhat.com/api-security/en-us/login/landing
https://marketplace.redhat.com/api-security/en-us/login/landing
https://marketplace.redhat.com/en-us/registration/redhat-marketplace
https://marketplace.redhat.com/en-us/workspace/clusters/add/register
https://marketplace.redhat.com/en-us/workspace/clusters/add/register

Installation

1. Log in OpenShift administration console as cluster admin

Red Hat

OpenShift

You are logged in as a temporary administrative user. Update the clyster QAuth configuration to allow others to log in.
o2 Administrator

Home

Dashboards

Cluster ID
delcfcea-2fd4-4a32-85b4-6¢f37491c60

Provider

OpensShift Version
428

6 Nodes ¢ \ = 5
23% 4% 2% 0%
Pod Q193D
PVCs

2. D2 G2 at Ne2SOlanéwptdedB N} $EI GNBSESaFSRSNI (21
Federator.ai

Create Project

Name *

Display Name

Federator.ai4.3 for OpenShifinstallation Guide 7




3.

4.

Go to Red Hat Marketpla@nduse] S & ¢ 2 NR Gt seacBrollpraddsE
Federator.ai Operatowill belisted for installation

‘ Red Hat Marketplace Learn more Sellwith us Blog Docs Support

O\ federatorai X

« Returnto store home Viewing 1 products Maost relevant

Categories

Al/rmachine learning Faderstor.ale

Application runtime Federator.ai

By ProphetStor Data Senvices, Ine

Big data

Database Federatorai helps enterprises

optimize cloud resources,

Develaper tools maximize applicatior

Integration & delivery 1y

Logging & tracing

Muaonitaring

/ £t A01 at dzNOKI & Bifate thelhstalathe® S ¢ NA | £ ¢ G2

o Federatora
a By ProphetStor Data Services, Inc

Certified enterprise ready . . . Lo I
Federator.ai helps enterprises optimize cloud resources, maximize application performance, and

About cerfication o ) ) A R “Requires OpenShift to nstall

save significant cost without excessive over-provisioning or under-provisioning of resources,
meeting the service-level requirements of their applications.
Software version Type Rating
4.2 Operator Mo reviews

Opaerator version Overview Documnentation Pricing Help

w4.2 601

Enterprises often lack understanding of the resources needed to support their applications. This leads to either excessive

Certification standards over-provisioning or under-provisioning of resources (CPU, memoary, storage). Using machine learning, Federator.ai

© Runs on OpenShift determines the optimal cloud resources needed to support any workload on OpenShift and helps users find the best-

@ Certified operators cost instances from cloud providers for their applications.

© Fully containerized

© TIT3 support Resource planning and optimization Federator.al - Resource & Cost Optimization on Open!

By installing Federator.ai as an operator an OpenShift, you can S e @
Feesback |, Feeduack = Alsslution sions
nat sonvices by ‘onacing

@ Vulnerability scans h
predict what resources (e.g. CPU, Memory) are needed to support ey

Federator.ai4.3 for OpenShifinstallation Guide 8
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Federator.ai

Federator.ai®

Free 30-day Trial Version 4.2

Cverview Operatars Daocumentation Suppart

You haven'tinstalled any Operators

You're all ready to go, just click "Install Operatar” to get started.

Install Operator

Update channel

Cperators are organized into packages and streams of updates called "channels". If an aperatar is available through multiple channels, you can
choose which one you want to subscribe to. Learn mare

stable

Approval strategy

Automatic updates keep the operator and any instances on the cluster up to date. Manual updates require approval and are done via
OpenShift console or CLIL Learn more

Automatic

O Manual

Target clusters

Chaoase clusters where you want to install and manage this operatar. Then select the Namespace scope for each cluster you are installing
into. Learn mare

Name Platform Namespace Scope

jsson-test Libvirt :
federatorai

Cancel

Federator.ai4.3 for OpenShifinstallation Guide 9




6. It will take a few minutes to puthe softwareimages and install Federator.ai in the
GFSRSNI G2NIF A¢é¢ LINRP2SOGP® hyOS GKS upoha Gt € G2
GLyadGlrftftSR hLSNFYG2NBRE LI 3S

RedHat

OpenShift Container Platforr

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others to log in.

©¢ Administrator

Provider
Operators P S

@ AlamedaService Created At

Instalied Operators.
Links

7. | £t AO1 & CSRSNJI G2 NXFederator.di DpettdrSAfter ReflerafoSall Opardtar 2 1
is installed, configure Federator.ai Operator to install the rest of Federator.ai components
08 ONBFGAY3I +y a!flYSRI{SNIZAOS:¢ NBazdzZNDOS»
(it is recommended) deave the default ephemeral storage

Red Hat
OpenShift Contair

You are logged in as a temporary administrative user. Update the clyster OAuth configuration to aliow others to log in.
©¢ Administrator

Provided APIs

Namespace Depioyment

Name :‘ atus

Installed Operators

(¥, I I PV S I )

6
7
o
2
9

Federator.ai4.3 for OpenShiftnstallation Guide 10




8. /I fAO1TftaYERIAaSNIAOSE NBEHWENMRINDS 5SS DA B
2T UKS NXadG 2F CSRSNIG2NWIA O2YLRYySYyita
Federator.ai installation is compkesuccessfully

Qx
N ﬁ(

8w
— .

RedHat

Openshift siner Platform

You are logged in as a temporary administrative user. Update the cluster OAuth configuration to allow others o log in.
&% Administrator

Project: federatorai

Alameda Services

Create Alameda Service

Operators

Instalied Operators.

Name T Labels Kind Status Version Last Updated

@ me-alamedaservice AlamedaService v423 @ a few seconds ago
“\j

RedHat
OpensShift Container Platfo

You are logged in as a temporary administrative user. Update the clyster OAuth configuration to aliow others to log in.
©¢ Administrator

Project: federatorai <

@ my-alamedaservice

verview ur
Operators
eployment | 15 ReplicaSe! 15 of 45 Items

Installed Operators [y

Name 1 Kind Status Created

Q:

("]

(-]

@:

(]

(*]

("]

9. ¢KS ! w[ 2F CSRSNI (2 NI A feDdratorai® Rglite® S F2dzy R |
federatoraidashboardf N2 y (i Sy R €

— RedHat -
— OpensShift #= & O @
Container Platform

admin -
- o Project: federatorai

Stateful Sets

Secrets

Routes
Canfig Maps

CronJobs

Jabs
| 2 Accepted 0 | Rejected 0 Pending Select all filters 2 ltems

Daemon &
Replica Sets

Name 1 Namespace Status Location Service
Replication Contrallers
Horizontal Pod Autoscalers @ federatorai-dashboard- @ federatarai @ Accepted https//federatorai- E federatorai-dashboard-

frontend dashhoard-frontend- framtend
e federatorai.apps.ocpd 172~
31-2-50.nipio &

Services

G federatorai-rest @ federatorai @ Accepted https //Tederatarai-rest- © federatorai-rest

Routes federatorai.apps.ocpd.172-

312-50nipic

Federator.ai4.3 for OpenShiftnstallation Guide 11




10. Log in Federator.ai GUI with the default accoigat LJ- & 48 6 2 NRX &l RYAY Kkl RY
page of Federator.ai GUI shotte summary of Federator.ai and OpenShift cluster

information.

|_=| Federator.ai = Dashboard jason-4-115 v asm v .

Total Nodes Nodes Ready Nodes Memory Pressure Nodes Disk Pressure

o 100.00%
Insight

Cluster Health
Nodes a Applications

Node Name + CPU Usage + Memory Usage + Pod Count +

Node Health
22 Planning 15

Workload Prediction

E} Recommendation
Total 1

HPA Recommendation
@ Optimization alamedascaler-

Kafka
Memory: Observation, and Prediction

18.63GiB

'CPU: Observation, and Prediction (in CPU millicore)

§ cost 1500.00

13.97GiB
Multicloud Cost Analysis T . [V ﬂ/\ﬂV"f\

5 9.31GiB
Cost Allocation
500.00
4,66 GiB W\\/\— r\/‘

0Bytes | | !
00:00 1200 00:00 12:00 00:00 1200

| | |
00:00 12:00 00:00 12:00 00:00
09/16 09716 09/17 0917 09/18 03/18

09/16 09/16 0917 0917 09/18

Prediction: CPUUsage  — Observation: CPU Usage: Prediction: Memory Usage  — Observation: Memory Usage

Federator.ai4.3 for OpenShiftnstallation Guide 12




Configuration

Federator.ai supports two typesf applications, Kafkeonsumersandgeneric applicatios. The
configurationprocedureillustratedbelowuses one Kafka and one genapplication (NGINX) as
examples.

1. Prepareyour Kafkaconfigurationinformationif youwill configureFederator.ai tananage
Kaka consumersThis step is optional.

Get Kafka connection string (e.gmy-clusterkafkabrokersbY @ LIN2 2 $ OG0 Y don dH €

~# oc getsvc -n myproject

my cluster - kafka - bootstrap ClusterlP 10.107.237.39 <none>
9091/TCP,9092/TCP,9093/TCP,9404/TCP 15d

my- cluster - kafka - brokers ClusterlP  None <none>
9091/TCP,9092/TCP,9093/TCP 15d

my clu ster - kafka - exporter  ClusterlP 10.98.96.53 <none> 9404/TCP
15d

my cluster - zookeeper - client ClusterlP 10.110.115.16 <none>
9404/TCP,2181/TCP 15d

my cluster - zookeeper -nodes Clus terlP None <none>
2181/TCP,2888/TCP,3888/TCP 15d

FindtopicIDof interest(e.g.,d G 2 LI On n m €

~# oc getpod -n myproject
my cluster - entity - operator -995df8959 - vkwrn 3/3 Running 0 6d

my- cluster - kafka -0 2/2 Running O 3d5h

my- cluster - kafka -1 2/2  Running 0O 12h

my- cluster - kafka -2 2/2  Running 0O 4d3h

my cluster - kafka - exporter -6b84688dbd-4dgv2 1 /1 Running 57 15d

my- cluster - zookeeper - 0 2/2  Running 0 6d

my- cluster - zookeeper - 1 2/2  Running 0 15d

my- cluster - zookeeper - 2 2/2  Running 0 15d
producer - topic0001 - 8c8c4f5 - xfdz7 1/1 Running 0 43h

strimzi - cluster -operator -77555d4b69-j4975 1/1 Running 1 6d

~# oc -n myproject exec my -cluster -kafka -0 -ckafka -- bin/kafka -topics.sh  -- bootstrap -
server my -cluster - kafka - bootstrap:9092  -- list

OpenJDK 64 Bit Server VM warning: If the number of processors is expected to increase
from one, then you should configure the number of parallel GC threads appropriately
using - XX:ParallelGCThreads=N

__consumer_offsets

topic0001

topic0002

FindConsumeiGroup ID(e.g.,ad 3 NB dzDJn n n m €

~# oc getpod -n myproject
my cluster -entity -operator -995df8959 -vkwrn 3/3 Running O 6d

my- cluster - kafka -0 2/2  Running O 3d5h

my- cluster - kafka -1 2/2  Running O 12h

my- cluster - kafka - 2 2/2  Running O 4d3h

~# oc -n myproject exec my -cluster -kafka -0 -ckafka -- bin/kafka -consumer-groups.sh --
bootstrap - server my -cluster -kafka - bootstrap:9092  -- list

OpenJDK 64 Bit Server VM warning: If the number of processors is expected to increase
from one, then you should configure the number of parallel GC threads appropriately
using - XX:ParallelGCThreads=N

group0001

group0002

Federator.ai4.3 for OpenShiftnstallation Guide




2. (onfigureFederator.aDataAdapterto connect to Datado&ervice

Use the command to download configuration helper scripts from Github

~# curl https://raw.githubusercontent.com/containers - ai/federatorai -
operator/master/deploy/federatorai - launcher.sh |bash
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 13270 100 13270 O 0 21667 O s-lemlem e ie-le- - 1--0-- 21683
Please input Federator.ai version tag (e.g., v4.2.755): v4.3.datadog

Downloading scripts ...
Downloading Federator.ai CR yamls ...

Downloading Federator.ai operator yamls ...

Done

Do you want to use a private repository URL? [default: n]: n

Do you want to launch the Federator.ai installation script? [default: y]: n
Downloaded files are located under /tmp/federatorai - scripts/v4.3.data dog

UseDataAdapter configuratiorhelperscriptA yitmpffederatorai-
scriptsiv4.3datadod scripts

~# Is -1 [tmp/federatoraiscriptsi4.3.datadog

-rw-r-- r-- 1 rootroot 11968 Aug 19 17:49 email - notifier - setup.sh

-rw-r-- r-- 1 root root 31708 Aug 19 17:49 federatorai - setup - for - datadog.sh
-rw-r-- r-- 1root root 42722 Aug 19 17:49 install.sh

-rw-r-- r-- 1 rootroot 4949 Aug 19 17:49 node - label - assignor.sh

-rw-r-- r-- 1 root root 34819 Aug 19 17:49 planning - util.sh

-rw-r-- r-- 1 root root 49215 Aug 19 17:49 preloader - util.sh

-rw-r-- r-- 1rootroot 1721 Aug 19 17:49 prepare - private -repository.sh
-rw-r-- r-- 1rootroot 4433 Aug 19 17:49 uninstall.sh

Changdile permissionto be executable

~# chomd +x federatorai - setup - for - datadog.sh

Runthe configurationhelperscript and followthe instructionsto input configuration
parametes

~# .[federatorai - setup - for - datadog.sh

~# cd /tmp/federatorai - scripts/  v4.3. datadog /scripts

~i./federatorai - setup - for - datadog.sh

Checking environment version...

...Passed

You are connecting to cluster: https://172.31.3.34:8443

Do you want to reconfigure Datadog API & Application keys? [default: n]: n

Do you want to configure alamedascaler for generic application? [default: y]: y

Getting generic application info... No.1
Input alamedascaler name []: nginx - sample
Input cluster name [J: k8s- 4- 205

Getting controller info for nginx - sample alamedascaler... No.1

Input target app kind (Deployment/DeploymentConfig/StatefulSet)(]: Deployment
Input target app namespace []: nginx - sample

Input Deployment name []: nginx - sample

Do you want to enable HPA recommendation? [default: y]:

Input minimum rep  licas number []: 1

Federator.ai4.3 for OpenShiftnstallation Guide




Input maximum replicas number []: 5

Do you want to add another controller in nginx - sample alamedascaler? [default: n]: y
Getting controller info for nginx - sample alamedascaler... No.2

Input target app kind (Deployment/DeploymentConfig/ StatefulSet)[]: Deployment

Input target app namespace [J: nginx - sample

Input Deployment name []: nginx - sample- 1

Do you want to enable HPA recommendation? [default: y]:

Input minimum replicas number []: 1

Input maximum replicas number []: 3

Do you want to add another controller in nginx - sample alamedascaler? [default: n]:

Do you want to add another generic application? [default: n]:
Do you want to configure alamedascaler for kafka? [default: y]: : y

Getting Kafka info... No.1
Input alamedascaler name [I: kafka - consumer

Input cluster name [J: k8s- 4- 205

Getting controller info for kafka - consumer alamedascaler... No.1

Input Kafka exporter namespace []J: myproject

Input Kafka consumer group kind (Deployment/DeploymentConfig/StatefulSet) []: Deployment
Inpu t Kafka consumer group kind name []: consumerl- topic0001 - group - 0001

Input Kafka consumer group namespace []: myproject

Input Kafka consumer topic name []: topic0001

You can use Kafka command - line tool 'kafka - consumer- group.sh' (download separately or

ente r into a broker pod, in /bin directory) to list consumer groups.

e.g.: "/bin/kafka - consumer- groups.sh  -- bootstrap - server <kafka -bootstrap -service>:9092 --

describe -- all -groups -- members"

The first column of output is the 'kafkaConsumerGroupld'.
Input Kafka  consumer group id []: group0001

Input Kafka consumer minimum replica number []: 1
Input Kafka consumer maximum replica number [J: 3

Do you want to add another controller in kafka - consumer alamedascaler? [default: n]: y

Getting controller info for kafka - consumer alamedascaler... No.2

Input Kafka exporter namespace []: myproject

Input Kafka consumer group kind (Deployment/DeploymentConfig/StatefulSet) []: Deployment
Input Kafka consumer group kind name [J: consumer2- topic0002 - group - 0002

Input Kafka consumer group namespace []: myproject

Input Kafka consumer topic name []: topic0002

You can use Kafka command - line tool 'kafka - consumer- group.sh' (download separately or

enter into a broker pod, in /bin director y) to list consumer groups.

e.g.: "/bin/kafka - consumer- groups.sh  -- bootstrap - server <kafka - bootstrap - service>:9092  --
describe -- all -groups -- members"

The first column of output is the 'kafkaConsumerGroupld'.

Input Kafka consumer group id [J: group0002

Inpu t Kafka consumer minimum replica number []: 1

Input Kafka consumer maximum replica number []: 5

Do you want to add another controller in kafka - consumer alamedascaler? [default: n]:

Do you want to add another Kafka set? [default: n]:

Updating Federator.a i data adapter configmap...

Warning: oc apply should be used on resource created by either oc create -- save-config or
oc apply

configmap/federatorai - data - adapter - config configured

...Done.

Adding alamedascaler for generic applications...
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alamedascaler.autoscaling.containers.ai/nginx - sample created
...Done.

Adding alamedascaler for Kafka...

alamedascaler.autoscaling.containers.ai/nginx - sample unchanged
alamedascaler.autoscaling.containers.ai/kafka - consumer created
...Done.

Restarting Federator.ai data adapter...
pod "“federatorai - data - adapter - b7d9db494- s9g6v" deleted

Checking pods...
All federatorai pods are ready.
...Done.

Setup Federator.ai for Da tadog successfully
Yaml files generated are under ./config_result

#notes 1. input cluster namemust match with the<cluster_name>onfigured in Datadog Agent
55p¢! D{ 6 @I t dz&clustet dam&yOf dza G S NI

Verify configuration result

~# Is -1 config -result/

-rw-r-- r-- 1 root root 35666 9 16 12:06 adapter - configmap.yaml

-rw-r-- r-- lrootroot 912 9 16 12:06 kafka - consumer.yaml

-rw-r-- r-- 1rootroot 690 9 16 12:06 nginx - sample.yaml
kafkaconsumeryami

~# cat config -result/ kafka - consumer.yaml
apiVersion: autoscaling.containers.ai/vlalpha2
kind: AlamedaScaler
metadata:

name: kafka - consumer

namespace: federatorai

spec:
clusterName: k8s -4- 205
controllers:
- type: kafka
enableExecution: false
scaling: hpa
kafka:
exporterNamespace: myproject
consumerGroup:

namespace: myproject
name: consumerl - topic0001 - group - 0001
kind: Deployment
topic: topic0001
groupld: group0001
hpaParameters:
maxReplicas: 3
minReplicas: 1
- type: kafka
enableExecution:  false
scaling: hpa
kafka:
exporterNamespace: myproject
consumerGroup:
namespace: myproject
name: consumer2 - topic0002 - group - 0002
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kind: Deployment
topic: topic0002
groupld: group0002
hpaParameters:
maxReplicas: 5
minReplicas: 1

nginxsample.yaml

~# cat config -result/ nginx - sample.yaml
apiVersion: autoscaling.containers.ai/vlalpha2
kind: AlamedaScaler
metadata:
name: nginx - sample
namespace: federatorai
spec:
clusterName: k8s - 4- 205
controllers:
- type: generic
enableExecution:  false
scaling: hpa
generic:
target:
namespace: nginx - sample
name: nginx - sample
kind: Deployment
hpaParameters:
maxReplicas: 5
minReplicas: 1
- type: ge neric
enableExecution:  false
scaling: hpa
generic:
target:
namespace: nginx - sample
name: nginx - sample-1
kind: Deployment
hpaParameters:
maxReplicas: 3
minReplicas: 1

3. (Optional) InstalDatadog Watermark Pod Autoscaler Controifgrouenable HPA
autoscaling and would like to use WPA to do autoscaling

DownloadDatadog WPA package

~# wget https://github.com/DataDog/watermarkpodautoscaler/archive/master.zip
~# unzip master.zip

Install Watermark Pod Autoscaler controller
WPA Helm Chart packa¢els |j dzA NS &4 dza A o3 L PK & 2 MEEIRE2 3 QA Yy K i 101
installed, use the following commadrto install.

~# curl - L https://raw.githubusercontent.com/helm/helm/master/scripts/get - helm- 3| bash

{ SO dzLJ SYGANRYYSYy(d QO NAIO6ESa yR KSy dza$s

~# DD_NAMESPACE="default"
~# DD_NAMEWPA="wpacontroller"
~# helm install $DD_NAMEWPA $DD_NAMESPACE ./chart/watermarkpodautoscaler
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~# pwd

/root/datadog_wpa/watermarkpodautoscaler

~# DD_NAMESPACE="default"

~# DD_NAMEWPA="wpacontroller"

~# helm install $DD_NAMEWPA - n $DD_NAMESPACHchart/watermarkpodautoscaler
~# oc getpods -n default

NAME READY STATUS RESTARTS AGE

datadog - monitoring - 6lckr 2/2  Running O 2d19h

datadog - monitoring - cluster -agent-7d79559979- cnjhj 1/1  Running O 2d19h

datadog - monitoring - dwq7f 2/2  Running 0O 2d19h

datadog - monitoring - him8x 2/2  Running O 2d19h

datadog - monitorin  g- kube- state - metrics - 765978777d- b5dng 1/1 Running O 6d3h
nfs - client - provisioner - 7cd5f68cf7 - cfqgb 1/1 Running 0 6d3h

wpacontroller - watermarkpodautoscaler -68484f8dd4 - zxm22 1/1 Running 18 6d3h

Download WPAod autoscaleCR yaml file

~# wget
https://github.com/DataDog/watermarkpodautoscaler/blob/master/deploy/crds/datadoghg.com_wa
termarkpodautoscalers_cr.yaml

Editdatadoghg.com_watermarkpodautoscalers_cr.yaml|
ConfigureWPA to autescaleKafkaconsumer grou@nd generic application (NGINX)

~# mv datadoghg.com_watermarkpodautoscalers_cr.yaml wpa.yaml
~# vi wpa.yaml|
apiVersion: datadoghq.com/vlalphal
kind: WatermarkPodAutoscaler
metadata:
name: consumer
namespace: myproject
spec:
# Add fields here
# algorithm must be average
algorithm: average
maxReplicas: 10
minReplicas: 1
tolerance: 0.01
downscaleForbiddenWindowSeconds: 300
upscaleForbiddenWindowSeconds: 15
scaleUpLimitFactor: 90
scaleDownLimitFactor: 90
scaleTargetRef:
kind: Deployment
apiVersion: apps/vl
name: consumer
readinessDelay: 10
metrics:
# Resource or External type supported
# Example usage of External type
- type: External
external:
# do not edit highWatermakr, and lowWatermark
# highWatermark and lowWatermark must be 1
highWatermark: "1"
lowWatermark: "1"
metricName: federatorai.recommendation
metricSelector:
matchLabels:
resource: replicas
kube_cluster: k8s-4-205 a see below# notes -1 for more details
kube_deployment: consumer
kube_namespace: myproject
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# Example usage of Resource type
# - type: Resource

# resource:

# highWatermark: "50"
# lowWatermark: "10"
# name: cpu

# metricSelector:

# matchLabels:

# foo: bar

apiVersion: datadoghg.com/vlalphal
kind: WatermarkPodAutoscaler
metadata:
name: nginx - sample
namespace: nginx - sample
spec:
# Add fiel ds here
# algorithm must be average
algorithm: average
maxReplicas: 5
minReplicas: 1
tolerance: 0.01
downscaleForbiddenWindowSeconds: 300
upscaleForbiddenWindowSeconds: 15
scaleUpLimitFactor: 90
scaleDownLimitFactor: 90
scaleTargetRef:
kind: Deployment
apiVersion: apps/vl
name: nginx - sample
readinessDelay: 10
metrics:
# Resource or External type supported
# Example usage of External type
- type: External
external:
# do not edit highWatermakr, and lowWatermark
# highWatermark and lowWatermark must be 1
highWatermark: "1"
lowWatermark: "1"
metricName: federatorai.recommendation
metricSelector:
matchLabels:
resource: r eplicas
kube_cluster: k8s-4-205 a see below #notes -1 for more details
kube_deployment: nginx - sample
kube_namespace: nginx - sample

#notesm Y| dzo S WOt dza G SNE withiDD BAG Ya@lit oe$ 1l eSiider Sandzg dza G S NI
configured in Datadog Ageftatadogvalues.yaml)

Deploy WPA and confirm the status

~# oc apply -fwpa.yaml
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Managng Federator.ai License Keycode

Federator.ai uses a keycofta license contral A 30day trial keycode is installed by defaultidt

required to replace itwith a valid keycode from ProphetStiororderto continue using Federator.ai

after the 30day trial.

The keycode operations are done by editingéhé f I YSRI { SNIBA OS¢ / w 6KAOK
Federator.ai installation.

Applying A NewKeycode

1. Getthed! ft I YSRI { SNBAOS¢ /w Yyl YS

~# oc get alamedaservice  -- all - namespaces

NAMESPACE NAME EXECUTION VERSION PROMETHEUS
AGE

federatorai my alamedaservice false v4.3. 958 https://[prometheus -
k8s.openshift - monitoring:9091 45d

2. 9RA0G GKS a! tFYSRF{SNIBAOSE, /| w

~# oc edit alamedaservice my - alamedaservice -n <namespace>

3. D2 (2 apnSOOARFYE NBLIX I OS (KS GFftdzS 2F adO02R!
then save the change

apiVersion: federatorai.containers.ai/vlalphal
kind: AlamedaService
metadata:

name: my- alamedaservice

keycode:
codeNumber: K4AMOCATSDXXXXXXXXXXXXXXXXXXXX

Deleting An Existingkeycode

1. Getthea! f I YSRI{ SNBAOS¢ /w yIlYS

~# oc get alamedaservice  -- all - namespaces

NAMESPACE NAME EXECUTION VERSION PROMETHEUS
AGE

federatorai my alamedaservice false v4.3. 958 https://prometheus -
k8s.openshift - monitoring:9091 45d

2. 9RA0O GKS a!' fFYSRF{SNBAOSE: [ w

~# oc edit alamedaservice my - alamedaservice
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3. D2 (2 a1Se02RSY¢ aSOUN2REbRADOSNE KR (1&KSY?
change

apiVersion: federatorai.containers.ai/vlalphal
kind: AlamedaService
metadata:

name: my- alamedaservice

keycode:
codeNumber:

Activating A Keycode

1. Getthed! ft I YSRI { SNBAOS¢ /w Yyl YS

~# oc get alamedaservice  -- all - namespaces

NAMESPACE NAME EXECUTION VERSION PROMETHEUS
AGE

federatorai my alamedaservice false v4.3. 958 https://[prometheus -
k8s.openshift - monitoring:9091 45d

2. 9RAG GKS a! tFYSRF{SNBAOSE¢ /| w

~# oc edit alamedaservice my - alamedaservice

3. D2 (2 aadliddzad] SeO02RS{iFdGdzayé¢ aSOGARtg> O2L
register@prophetstor.acm.

apiVersion: federatorai.containers.ai/vlalphal
kind: AlamedaService
metadata:

name: my- alamedaservice

status
keycodeStatus:
codeNumber: K4AAMOCATSDXXXXXXXXXXXXXXF
lastErrorMessage: "™
registrationData: H4sICAavJI8C/2ZIZGFpLXJIZ2RhdGEudGd6A03ad1DTZxjA8R9loMoe

KKMhZSiKSAY gGO0IwjBBkb4kRAgZIwwa30AiKUPYoSBOEOYo0oKquADCGmgkiQCiggVoYgURCFIE
wegjWPWWLNYAtOUfY4hgsAY YrCGCxiBfQEXUNCOSjUZoYTQmPYj2r+ciWazo/1vy76W+yNM/B2¢|
UiEIKEsagUrZnnh3s6lyZ/YfrFk5cVpi86XqYU4E4XgnoFLDYPsOplxeTwb5iR365holofk8dRD7VQP
2prLF+uEPGKmMGsIS7AxNoeT1cR2W6u7GekO3Lp/TEBGXxrKoUXEP5TmIVF3RNgd6N2UoyPbrr+82
€9613bfzzvvHs+/zz3v Xviu/f5/6 UxdKPokbGMQDo1kh6yOYgWjXx2mE8M9fX/mNgtBtg/+50/Jg6P

JIhu2gMPKh7XEI16h40jfv5pHrafOCXvxB0zbTXkyjklVgoLsdVXGd1HDARd6sVWhbcrBqLP3M2bDH
) 9.9.9.9.9.9.0.9.9.9.0.0.9.9.90.9,.9.9.9.9.99.9.9999.9.99999.999999999990009990909.990009009000000
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mailto:register@prophetstor.com

4. Once ProphetStor received the activation request email and validated the
G NB 3 A a 0 Nyol wilkrgtsivdhe license OG A @ GA2y O2RSX aaidyl
email. Copyi KS dGaA3ayl (ddz2NEB5wwiikE FINEPXOARKSP BT WIE G dzN
save the changeYou license keycode is now activated.

apiVersion: federatorai.containers.ai/vlalphal
kind: AlamedaService
metadata:

name: my- alamedaservice

keycode:

codeNumber: K4AMOCATSDXXXXXXXXXXXXXXFXXXX

signatureData: F5nmus478ertgnldd430gvsef90g NYAtOUfY4hgsAYYrCGCxiBfQEXUNCOS
KKMhZSIiKSAYg®i86XqYU4E430AIKUPY0SBOEOY00KquUADCGmMgkiQQi§GCrrgHwWernREBoO4E
wegjWPWWLNYAtOUfY4hgsAYYrCGB®OxdKPokDSjUZoYTQmPYj2r+ciWazo/1vy76W+yNM/B2c3R3
OYgWjXx2mE8MB8s6lyZ/YfrFk5cVpi xdKPokbGMQDolRTNBplxeTw5iR365holofkBdRD7VQP
2prLF+uEPGKmGsIS7AxNoeT1cR2W6u7GekO3Lp/TEBGXrKoUXEP5TmIVF3RNgd6N2UoyPbrr+82
€9613bfzzvvHs+/ 2Z1Z GFpLXJIZAO3ad1DTZxjA8ROIxdKPokbGMQDo1lkh6yOYg8MERutBVerh

YBoerBTR445h45369456UJdfsheryhryu6JwerdwerYjJKER5zQ6kZrFFhkr 6sVWbcrBgLrPegUh9
) 9.9.0.0.9.9.9.9.0.9.9.9.9.0.9.9.9.0.9.9.9.9.9.9.9.9.9.99.99999.99999.99999.9999999909999999990000/
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Appendix

Datadog Dashboars
The following Custom Datadog Dashboardsaalable after Federator.ai is installed.

ProphetStor Federator.ai Cluster Overview

ProphetStor Federator.ai Application Overview
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