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Overview 

Federator.ai 

ProphetStor Federator.ai is an AI-based solution that helps enterprises manage and optimize 

resources for applications on Kubernetes and virtual machines (VMs) in VMware or AWS EC2 

clusters.  Using advanced machine learning algorithms to predict application workloads, Federator.ai 

offers: 

· AI-based workload prediction for containerized applications in Kubernetes clusters and 
VMs in VMware or AWS EC2 clusters 

· Resource recommendations based on workload prediction, application, Kubernetes, and 
other related metrics 

· Automatic scaling of application containers 
· Multicloud cost analysis and recommendations based on workload predictions for 

Kubernetes clusters and VM clusters 
· Actual cost and potential savings based on recommendations for clusters, Kubernetes 

applications, VMs, and Kubernetes namespaces  

Supported Metrics Data Sources  

There are five different types of metrics data sources supported in release 4.6.1:  Prometheus, 
Datadog, Sysdig, VMWare vCenter and AWS CloudWatch.  

Prometheus (Kubernetes, Rancher, RedHat OpenShift) 

Prometheus is a free and open-source event monitoring tool for containers or microservices. It 

uses the principle of scraping to collect numerical data based on time series.  Metrics are 

collected in regular timestamps and stored locally.  Federator.ai supports using Prometheus 

gathering Kubernetes cluster metrics, and leverage collected data for workload predictions, 

recommendations for resource planning, autoscaling containers/pods, and cost analysis for 

clusters deployed in a multicloud environment. 

The following diagram shows how the metrics are collected from Prometheus by Federator.ai in 

a Kubernetes environment. 
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Datadog  

Fedederator.ai has integrated with Datadog and utilizes the metrics collected by Datadog Agent 

for workload predictions.  The following diagram shows how application metrics are used by 

Federator.ai to predict workload and to automatically scale applications for better 

performance.  Specifically, 

· Datadog Agent sends cluster/applications metrics to Datadog Services 

· CŜŘŜǊŀǘƻǊΦŀƛΩǎ Data-adapter queries cluster/applications metrics from Datadog Services 

and forwards to Federator.ai AI engine 

· Data-adapter posts the prediction/recommendation/plan created by Federator.ai to 

Datadog Services 

· Datadog Cluster Agent gets prediction/recommendation/plan from Datadog Services 

· WPA applies plans and auto-scales applications 

· Datadog Dashboard displays cluster/applications metrics and 

prediction/recommendation/plan by Federator.ai 

 

 
 

 

Sysdig  

Fedederator.ai has integrated with Sysdig and utilizes the metrics collected by Sysdig Agent for 

workload predictions.  The following diagram shows how application metrics are used by 

Federator.ai to predict workload and to automatically scale applications for better 

performance. 
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VMWare vCenter 

VMware vCenter Server provides integrated management of all hosts and virtual machines in 

the data center from a single console, allowing IT administrators to improve control, simplify 

daily work, and reduce the complexity and cost of managing the IT environment. 

Federator.ai data adapter connects to VMware vCenter servers via VMware SDK to retrieve all 

of VMs workload metrics data for predictions, recommendations and cost analysis for VM 

clusters.  

 
 

 
 

AWS CloudWatch 

AWS CloudWatch is a monitoring service for AWS cloud resources and the applications running 

on AWS cloud. It provides visibility into resource utilization, operational performance, and 

overall demand patterns. 
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The metrics collected by CloudWatch by default do not include memory usage of EC2 instances. 

CloudWatch agent is required for Federator.ai to collect memory usage metrics. 

Federator.ai supports two types of AWS VM clusters: 

- Auto Scaling Group 
- Individual VM 
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Requirements and Recommended Resource Configuration 

Platforms 

· OpenShift : 4.x 

· Kubernetes : 1.11 ~ 1.20 

· Rancher v2.4.8, v2.5.8 

· EKS/AKS/GKE 

Data Source 

· Datadog 
· Sysdig 
· Prometheus(Kubernetes, Rancher, OpenShift) 
· VMWare vCenter 5.5/6.0/6.5/6.7/7.0 
· AWS CloudWatch 

Federator.ai Resource Requirements 

· Total Resource Requirments 

- Request : 5.1 CPU cores (Limit :22 cores) 

- Request : 5.0 GB Memory (Limit : 28GB)  

- StorageClass: 168GB (require ReadWriteOnce access mode) 

 

· Resource requirements for AI Engine 

- There must be at least one worker node with at least 2 CPU(Limit : 8 cores) cores and 1 

GB of memory available 

- The 2 CPU cores and 1 GB memory are included in the total 5.1 CPU cores and 5.0 GB 

memory requirements 

Federator.ai Version 

· Version: Release v4.6.1 

· Tag : v4.6.1-ga 

Datadog Agent Version(reference) 

· Datadog Agent helm chart version: v2.4.24, v2.13.0 

· Datadog Agent version: v7.21.1, v7.27.0  

· Datadog Cluster Agent version: v1.8.0, v1.12.0  

· Datadog Watermark Pod Autoscaler version: v0.1.0  

Prometheus Version(reference) 

· OpenShift 

- Default installed Prometheus 
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· Rancher 

- Default bundled Prometheus 

· Kubernetes 

- prometheus-operator-8.5.11 

- Rancher v2.4.8 kube-prometheus-stack-12.3.0 

- kube-prometheus-release-0.6 

- kube-prometheus-stack-12.3.0/12.5.0/15.4.6 

Sysdig Agent Version(reference) 

· Sysdig agent: 11.2.0+ 

Persistent Volumes 

· The StorageClass that provides the persistent volumes must support RWO (ReadWriteOnce) 

access mode. 

· It is recommended to use persistent volumes instead of using ephemeral storage to store the 

data in the production environment. Any data on ephemeral storage will be lost after 

Federator.ai pods are restarted. 

 
 
CƻǊ CŜŘŜǊŀǘƻǊΦŀƛΩǎ ŀǇǇƭƛŎŀǘƛƻƴ-aware resource/performance optimization feature, the following 
versions of applications are supported: 

Kafka 

· Kafka operator version(Reference) : Strimzi/kafka:0.17.0-kafka-2.4.0 

 

NGINX as Ingress 

· άnginx-ingress-ŎƻƴǘǊƻƭƭŜǊέ лΦноΦлҌ  όлΦноΦл ǊŜƭŜŀǎŜ ƻƴ нлмф CŜō нуύ 

https://github.com/kubernetes/ingress-nginx/blob/master/Changelog.md#0230 

· NGINX Plus 1.11.3+ 

https://artifacthub.io/packages/helm/nginx/nginx-ingress   

https://github.com/kubernetes/ingress-nginx/blob/master/Changelog.md
https://github.com/kubernetes/ingress-nginx/blob/master/Changelog.md
https://artifacthub.io/packages/helm/nginx/nginx-ingress
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Federator.ai Installation and Configuration 

Summary of Installation Steps 

Step 0: Review pre-installation checklist items, make sure the environment and required 

information are ready. 

Step 1:  Preparation 

· For Datadog, obtain API Key, Application Key of Datadog Cloud Service account. 

Instructions are provided below. 

· For Prometheus, obtain Prometheus service URL ( ex : 

http://<prometheus_svc_name>.<namesapce>:9090) 

· For Sysdig, obtain Sysdig API URL and Token.  

· For VMware vCenter, obtain adminstrator login credential and vCenter IP or 

FQDN.  

· For AWS CloudWatch, obtain Access Key ID and Secret Access Key of AWS account. 

Step 2:   

· For Datadog, install and configure Datadog Agent/Cluster Agent if they have not 

been installed.  Please follow the Datadog documentation on how to install 

Datadog Agent and Cluster Agent. 

· For Sysdig, install and configure Sysdig Agent.  Please follow Sysdig documentation 

on how to install Sysdig Agent. 

Step 3: Install Federator.ai. 

Step 4: Configure Federator.ai Data Adapter for the external metrics data source via 

Federator.ai Initial Setup Wizard. 

 

Step 5: Optionally install Datadog WPA and apply WPA autoscaling CR if using Datadog WPA for 

autoscaling. 

Step 6: Review installation result on Datadog/Sysdig Cloud Dashboard. 

Pre-installation Check List 

Kubernetes: 

 

# Checklist Item Requirement Details 

1 What is the Kubernetes 

version? 

1.11~1.20 Use the command below to get the Kubernetes version: 

 

$ kubectl version  

...  

Server Version: version.Info{Major:" 1", 

Minor:"17", GitVersion:" v1.17.2 ",  

GitCommit:"59603c6e503c87169aea6106f57b9f242f6

4df89", GitTreeState:"clean", BuildDate:"2020 -

01- 18T23:22:30 Z", GoVersion:"go1.13.5", 

Compiler:"gc", Platform:"linux/amd64"}  
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2 Does installation on this 

Kubernetes cluster require a 

private image repository? 

If a private image repository is 

required, the following information 

is needed during installation 

- Private image repository URL 

- Credential of the private image 

repository 

Input the URL and credential when the Federator.ai 

installation script asks for the information. 

3 StorageClass and Persistent 

Volumes requirement 

StorageClass supports 

ReadWriteOnce access mode. 

Available storage size is larger than 

168GB.  

The minimum storage size for Federator.ai Release 

v4.6.1 is 168GB, including database, data, and logs. 

4 Kubernetes cluster 

CPU/memory requirement 

Minimum CPU/mem/storage: 

- CPU: 5,100 (mcores) 

- Memory: 5.0 (GB) 

- Storage Class Capacity: 168GB 

 

At least one worker node with   

- CPU: 2 Cores  

- Memory: 1GB 

To be able to run the AI Engine pod, there must be at 

least one worker node that has more than 2 CPU cores 

and 1 GB of memory available. 

 

2 CPU Cores and 1GB for AI Engine are included in the 

total 5.1 CPU Cores and 5 GB memory requirements. 

5 Is this Kubernetes cluster 

allowed for NodePort 

configuration? 

Federator.ai creates two NodePorts 

for GUI and REST API by default 

- REST API - https://<server>:31011 

- GUI - https://<server>:31012 

If bƻŘŜtƻǊǘ ƛǎ ƴƻǘ ŀƭƭƻǿŜŘΣ ŀƴǎǿŜǊ ΨbΩ ǿƘŜƴ the 

installation script prompts for creating NodePorts. 

Users need to expose Federator.ai GUI and REST API 

service manually. 

6 Will there be a resource quota 

imposed for the namespace 

where Federator.ai is installed? 

CPU/mem request quota should be 

more than the minimum resource 

requirement  

- CPU: 5.1 Cores  

- Memory: 5.0 GB  

The CPU/memory required for Federator.ai depends on 

the number of clusters and applications being 

monitored/managed.  

Suggestion for initial namespace quota is  

- CPU 8 cores 

- Memory 12G  

 

The quota could be adjusted if the number of managed 

clusters/applications increases. 

 

Use the command to get namespace resource quota 

$ kubectl get resourcequota --all-namespaces 

7 Does this deployment requires  

resource request/limit 

specified? 

By default, Federator.ai deployments 

do not specify resource 

requests/limits.  It can be done by 

setting up an environment variable 

before installation starts.  

To turn on resource request/limit settings for all 

Federator.ai deployments, manually export 

ŜƴǾƛǊƻƴƳŜƴǘ ǾŀǊƛŀōƭŜ ōŜŦƻǊŜ ǊǳƴƴƛƴƎ ΨŦŜŘŜǊŀǘƻrai-

ƭŀǳƴŎƘŜǊΦǎƘΩ 

 

$ export ENABLE_RESOURCE_REQUIREMENT=y 

$ ./federatorai-launcher.sh 

 

Prometheus: 

# Checklist Item Requirement Details 

1 What is the Prometheus 

version? (for Kubernetes) 

Recommended version-Prometheus 

operator helm chart version: 8.5.11-

Prometheus operator version: 0.34.0 

-Prometheus server version: 2.13.1 

Use the command below to get Prometheus version: 

$ helm ls -A |grep -i prometheus 

prometheus-adapter      monitoring              1               

2020-03-13 15:35:05.28963154 +0800 CST  deployed        

prometheus-adapter-2.1.3        v0.6.0 
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prometheus-operator     monitoring              1               

2020-03-13 14:34:16.132479221 +0800 CST deployed        

prometheus-operator-8.12.1      0.37.0 

$ kubectl get deployment -A -o custom-

columns=IMAGE:.spec.template.spec.containers[0].im

age |grep -i prometheus 

directxman12/k8s-prometheus-adapter-amd64:v0.6.0 

quay.io/coreos/prometheus-operator:v0.37.0 

 

Datadog Agent: 

 

# Checklist Item Requirement Details 

1 Is Datadog Agent installed? Datadog Agent is mandatory Kubernetes resources and workload metrics are 

collected by Datadog Agent. 

2 Is Datadog Cluster Agent 

installed? 

Cluster Agent is mandatory for the 

HPA autoscaling feature 

Cluster Agent provides metrics to HPA Autoscaler for 

autoscaling.  

3 Is Datadog WPA controller 

installed? 

Datadog WPA is required if auto-

scaling is done by WPA 

Datadog WPA is the HPA Autoscaler developed by 

Datadog. Users can use Datadog WPA or Kubernetes 

native HPA to do autoscaling. 

4 Datadog Kafka Consumer 

integration is enabled? 

Datadog Kafka Consumer integration 

is mandatory if user wants to use 

Kafka optimization feature 

Use the command to confirm Kafka integration is 

enabled 

$ kubectl exec <datadog-agent-pod> -n <datadog-

agent-namespace> -- agent integration show datadog-

kafka-consumer 

 

Refer to https://www.datadoghq.com/blog/monitor-

kafka-with-datadog/ for Kafka Consumer integration 

installation 

5 Datadog account API key An API key is mandatory for 

connecting Datadog Service 

Cƻƭƭƻǿ ǘƘŜ ǎǘŜǇǎ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ άBefore You Startέ 

session to obtain the API key. 

6 Datadog account Application 

key 

An application key is mandatory for 

connecting Datadog Service 

Follow the steps described in ǘƘŜ ά.ŜŦƻǊŜ ¸ƻǳ {ǘŀǊǘέ 

session to obtain the Application key. 

7 Is one of cluster name is 

configurated for the Datadog 

agent/cluster agent? 

1.>DD_TAGS with value 

=έkube_cluster:<cluster_name

Ҕέ ƛƴ ǾŀƭǳŜǎΦȅŀƳƭ 

or 

2.>έŎƭǳǎǘŜǊψƴŀƳŜέ in 

values.yaml, 

or 

3.>έDD_CLUSTER_NAMEέ in 

Datadog cluster agernt 

deployment  

 

άƪǳōŜψŎƭǳǎǘŜǊέΣέŎƭǳǎǘŜǊψƴŀƳŜέΣέƪǳō

e_cluster_name(DD_CLSUTER_NAM

E)έ ƻƴŜ ƻŦ ǘƘŜƳ ƛǎ required for 

Federator.ai to identify Kubernetes 

cluster. 

Case 1.>New Datadog Agent installation: 

   Install Datadog agent ŀƴŘ ŎƭǳǎǘŜǊ ŀƎŜƴǘ ōȅ άƘŜƭƳ 

install -f values.yamlέ, in values.yaml.  

     ... 

    clusterName: <cluster-name> 

    ... 

    clusterAgent: 

          enabled: false true 

Case 2.> In Datadog Agent installed environment, with 

no Cluster Agent and no cluster_name setting 

Update Datadog Agent to enable Cluster agent by 

άƘŜƭƳ ǳǇƎǊŀŘŜ -f values.yaml έ, in values.yaml 

    -  assign a cluster name 

     ... 

     datadog: 

clusterName: <cluster-name> 

    - enable cluster agent 

      ... 

https://www.datadoghq.com/blog/monitor-kafka-with-datadog/
https://www.datadoghq.com/blog/monitor-kafka-with-datadog/
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      clusterAgent: 

          enabled: false true 

     ... 

   - $helm upgrade ... 

   - /ƘŜŎƪ ά55ψ/ƭǳǎǘŜǊψbŀƳŜέ 

$kubectl get daemonset 

<datadog_agent_daemonset_name> -n 

<datadog_agnet_namespace> -o yaml 

 

     - name: DD_CLUSTER_NAME 

          value: <cluster-name> 

 

3.>In Datadog Agent and Cluster Agent  installed 

environment, with no cluster_name setting 

UǇŘŀǘŜ 5ŀǘŀŘƻƎ !ƎŜƴǘ ōȅ άƘŜƭƳ ǳǇƎǊŀŘŜέ 

       -  assign a cluster name 

        datadog: 

clusterName: <cluster-name> 

       - $helm upgrade ...  

   - /ƘŜŎƪ ά55ψ/ƭǳǎǘŜǊψbŀƳŜέ 

$kubectl get daemonset 

<datadog_agent_daemonset_name> -n 

<datadog_agnet_namespace> -o yaml 

    As: 

     - name: DD_CLUSTER_NAME 

          value: <cluster-name> 

 

4.> In Datadog Agent and Cluster Agent  installed 

environment, with cluster_name setting 

Use the command below to confirm DD_Cluster_Name 

   - $kubectl get daemonset 

<datadog_agent_daemonset_name> -n 

<datadog_agnet_namespace> -o yaml 

    As: 

     - name: DD_CLUSTER_NAME 

          value: <cluster-name> 

Before You Start 

Datadog 

· The admin role for installing Fedeator.ai is "Cluster Admin." 

· Datadog agent must be ready if Federator.ai runs in the same Kubernetes cluster that is 

being monitored. 

· Obtain Datadog account API Key, Application Key. 

1. A Datadog account is required for connecting and using Datadog Cloud Service. If you 

ŘƻƴΩǘ ƘŀǾŜ ŀƴ ŀŎŎƻǳƴǘΣ Ǿƛǎƛǘ 5ŀǘŀŘƻƎ ǿŜōǎƛǘŜ ŀƴŘ ǎƛƎƴ ǳǇ ŦƻǊ ŀ ŦǊŜŜ ǘǊƛŀƭ ŀŎŎƻǳƴǘΦ 

https://www.datadoghq.com/ 

2. Log in Datadog Cloud Service with your account and get an API Key and Application 

Key for using Datadog API 

https://www.datadoghq.com/
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https://docs.datadoghq.com/account_management/api-app-keys/  

 

 

 

Copy the API Key and Application Key for Federator.ai metrics data source 

configuration 

 

 

Sysdig 

· Different Sysdig API URL is needed for different regions :  

o For US East, Sysdig API URL is https://app.sysdigcloud.com 

o For US West, Sysdig API URL is https://us2.app.sysdig.com 

o For European Union, Sysdig API URL is https://eu1.app.sysdig.com 

· Copy Sysdig Monitor API Token for Federator.ai metrics data source configuration 

https://docs.datadoghq.com/account_management/api-app-keys/
https://app.sysdigcloud.com/
https://us2.app.sysdig.com/
https://eu1.app.sysdig.com/
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VMware vCenter 

· You can define a VM cluster from any VMs under the same cluster path.  See below for an 

example of cluster path on vCenter. 

 

 

AWS CloudWatch 

· Obtain CloudWatch Account Key ID and Secret Access Key. 
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1. Use your AWS account ID or account alias, your IAM user name, and your password to 

sign in to the IAM console. 

2. Dƻ ǘƻ ά!ŎŎŜǎǎ ƳŀƴŀƎŜƳŜƴǘ Ҕ ¦ǎŜǊǎ Ҕ {ŜŎǳǊƛǘȅ ŎǊŜŘŜƴǘƛŀƭǎέ ǘƻ get Access Key ID and 

Secret Access Key 

 
 
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html  

  

https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html



















































