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Overview

Federator.ai

ProphetStor~ederator.ais an Albased solution that helps enterprises manage and optimize
resources for aplications on Kubernetes and virtual machines (VMs) in VMwa@NIEC?2
clusters. Using advanced machine learning algorithms to predict application workfeat#sator.ai
offers:

Albased workloagrediction for containeded applications in Kubernetes clusters and
VMs in VMwareor AWS ECQusters

Resource recommendatisibased on workload prediction, application, Kubernetasd
other related metrics

Automatic scaling of application containers

Multicloud cost analysis and recommendations based on workload predi¢tons
Kubernetes clusters and VM clusters

Actual cost and potential savings based on recommendations for clusters, Kubernetes
applications, VMs, and Kubernetes hamespaces

Supported Metics Data Sources

There ardive different types of metrics data sources supported in releéd€1l Prometheus,
Datadog SysdigVMWare vCenteand AWS CloudWatch

Prometheus(Kubernetes, RancheRedHat OpenShiyt

Prometheus is free and opersource event monitoring tool for containers or microservides.
usesthe principleof scraping tacollect numerical data based on time seriddetrics are

collected in regular timestamps and stored localederator.ai supports using Pretheus
gathering Kubernetes cluster metrics, and leverage collectedfdataorkloadpredictions,
recommendationgor resource planningautoscaling containers/pods, and cost analysis for
clusters deployed in a multicloud environment.

The following ¢hgran shows how the metrics are collected from Prometheus by Federator.ai in
a Kubernetes environment.

<+— SJl118wW

Federator.ai / Target Cluster Target Cluster

Applications/Kafka <= Applications/Kafka

Federator.ai =+ l l

L Data-Adapter < 9 Prometheus 9 Prometheus g

Executor —

SopBW —»

Suljeasoiny

L
recommendations
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Datadog

Fedederator.ai has integrated with Datadog and utilizes the metrics collected by Datadog Agent
for workloadpredictions. Thefollowing diagram shows hoapplicationmetrics are used by
Federator.ato predict workload and to automatically scapplicationsfor better

performance. Specifically

Datadog Agent sendsuster/applicationsmetrics to Datadog Services

C S R S NJ Daabidfptek qdériesiuster/applicationsmetrics from Datadog Services
and fawards to Federator.ai Al engine

Dataadapter posts therediction/recommendationplan created by Federator.ai to
Datadog Services

Datadog Cluster Agent gepsediction/recommendationplan from Datadog Services
WPA applies plarend autescalesapplications

Datadog Dashboard displagisister/applicationsmetrics and
prediction/recommendationplan by Federator.ai
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l Federator.ai Cluster Target Cluster g .
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§ 8 l
3 Database =
% € Datadog Cluster Agent
3
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2| b Data-Adapter WPA / Native HPA

Sysdig

Fedederator.ai has integrated with Sysdig and utilizes the metrics collected by Sysdig Agent for
workload predictions. The following diagram shows how application metrics are used by
Federator.ai to predict workload and to automatically scale applicationbetter

performance.
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Federator.ai Cluster
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VMWare vCenter

VMware vCenter Server provigimtegrated management of all hosts and virtual machines in
the data center from a single console, allowing IT administrators to improve control, simplify
daily work, and reduce the complexity and cost of managing the IT environment.
Federator.ai data addpr connects to VMwar@Centerservers via VMware SDKretrieveall

of VMs workload metrics data for predictigimrecommendatios and cost analysis farM
clusters.

VMware
Federator.ai Cluster (Kubernetes)

VMware vCenter

Federator.ai

AWS CloudWatch

AWS CloudWatch ismaonitoring service for AWS cloud resources and the applications running
on AWSloud. It provides igibility into resource utilization, operational performance, and
overall demand patterns
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The metrics collected b@loudWatchoy defaultdo not include merary usage of EC2 instances
CloudWatchagent is requiredor Federator.ato collectmemory usage metrics
Federator.ai supports two types of AWS VM clusters

- Auto Scaling Group
- Individual VM

Federator.ai Cluster
(Kubernetes)

‘=, Federator.ai

$

— 8=

Data-Adapter —

Amazon
CloudWatch

CloudWatch CloudWatch Cloudwatch
Agent Agent Agent

. EC2 instance . EC2 instance . EC2 instance

Auto Scaling Group

CloudWatch
Agent

. EC2 instance

Individual
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Requirements and RecommenddriesourceConfiguration

Platforms

Operthift : 4.x
Kubernetes 1.11 ~ 120
Rancher v2.4,8/2.5.8
EKS/AKS/GKE

Data Source

Datadog

Sysdig
Prometheus(KubernetefRancherOpenShift)
VMWare vCenter 5.5/6.0/6.5/6.7/7.0

AWS CloudWatch

Federator.ai ResourcRequiremens

TotalResourcdRequirmens

- Request 5.1 CRJ coreqLimit:22 cores)

- Request 5.0GBMemory(Limit: 28GB)

- StorageClas4:68GB (requirdReadWrit®nceaccess mode)

Resource requirements for Al Engine

- There must be at least one worker nodeh at least 2 CP(lLimit: 8 cores)ores and 1
GBof memory available

- The 2CPU cores and 1 GB memory are included in the 5otalPU coreand5.0 GB
memory requirements

Federator.aiVersion

Version:Releasev4.6.1
Tag: v4.6.1-ga

DatadogAgent Version(reference)

Datadog Agent helm chart version: v2.4,22.13.0
DatadogAgent version: v21.1, v7.27.0
DatadogQuster Agent versionv1.8.0, v1.12.0
DatadogwatermarkPod Autoscaler versionv0.1.0

Prometheus Versiofreference)

OpenShift
- Default installed Prometheus
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Rancher

- DefaultbundledPrometheus

Kubernetes

prometheusoperator-8.5.11

- Rancher v2.4.8 kubprometheusstack12.3.0
kube-prometheusrelease0.6

- kubeprometheusstack12.3.0/12.5.0/15.4.6

Sysdig Agent Versidreference)
Sysdigagent:11.2.0+

PersistentVolumes

The StorageClass that provides fhersistentvolumes must supportRWO (ReadWriteOnce
access mode.

It is recommaded to use prsisten volumesinstead of using ephemeral storatgestore the
datain the production environmentAny data on ephemeral storage will be lost after
Federator.ai pods are restarted.

C2 NJ CSRS NI { 2 Narefesdarcelpdriihaha® bpiimizatibfeature, the following
versiors of applicationsare supported:

Kafka
Kafka operator versiqiReference) Strimzi/kafka:0.17 &afka2.4.0

NGINX as Ingress

énginxingressO2 Y 4 NPt f SNE ndHoDnb OndHodn NBfSIFas
https://github.com/kubernetes/ingressginx/blob/master/Changelog.md#0230

NGINX Plus 1.11.3+

https://artifacthub.io/packages/helm/nginx/ngirngress
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Federator.ai Installatiorand Configuration

Summary of Installation Steps

Step 0: Review pe-installationchecklistitems, make suréhe environmentand required
information are ready.
Step 1: Preparation
ForDatadog obtain APIKey,ApplicationKeyof Datadog Cloud Service account
Instructions are provided below.
ForPrometheuspbtain Prometheus service UREX:
http://<prometheus svc_name.<namesapce>:9090
ForSysdigpbtain Sysdid\PlI URL ant@ioken.
For VMware vCentembtain adminstrator login credential andCenter IP or
FQDN.
For AWS CloudWatch, obtain Access Key ID and Secret Acces&Y&Saccount
Step 2:
For Datadog nistall and configure Datadog Agent/Cluster Agent if they have not
been installed. Please follave Datadog documentation on how to install
Datadog Agent and Cluster Agent.
For Sysdignstall and configure Sysdigent. Please dllow Sysdig documentation
on how to install Sysdiggent.
Step 3:Install Federataai.
Step 4: ConfigureFederator.ai Data Adaptdor the external metrics data sourocga
Federator.ainitial Setup Wizard.

Step 5: Optionallyinstall Datadog WPANnd apply WPAutoscalingCR itusing Datadog WPA for

autoscaling
Step 6: Review installation result oDatadodSysdigCloud Dashboard

Pre-installation Check List

Kubernetes:
# | Checkist Iltem Requirement Details
1 | What is theKubernetes 1.11~120 Use the command below to géte Kubernetes version
version?

$ kubectl version

Server Version: version.Info{Major:" 1",
Minor:"17", GitVersion:" v1.17.2 ",
GitCommit:"59603c6e503c87169aea6106f57b9f242f6
4df89", GitTreeState:"clean", BuildDate:"2020
01-18T23:22:30 Z", GoVersion:"go1.13.5",
Compiler:"gc", Platform:"linux/amd64"}
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2 | Does installation othis If a private image repository is Input the URL and credential whéime Federator.ai
Kubernetes cluster requira required the following information | installation script asks for the information.
private imagerepository? isneededduring installation
- Privateimage repository URL
- Credential of the private image
repository
3 | StorageClass and Persistent | StorageClassupports The mnimum storage size for Federator.Rielease
Volumesrequirement ReadWrit®nceaccess mode. v4.6.1is 168GB, including database, data, and logs.
Available storage size is larger thar|
168GB.
4 | Kubernetegluster Minimum CPU/menistorage To be able to ruthe Al Engingod, there must be at
CPUmemoryrequirement - CPU5,100 (moores least one worker node that has more tharCPU core
- Memory:5.0 (GB) and 1 GBf memory available
- Storage Class Capacitys3GB
2 CPU Cores and 1GB for Al Engine are included in
At least one worker nodesith total 5.1 CPU Cores ariiGBmemory requirements.
- CPU: 2 Cores
- Memory: 1GB
5 | Isthis Kubernetescluster Federator.ai creates two NodePortg Ifb 2 RSt 2 NIi A& y20 | ftle2 6 SH
allowed forNodePot for GUI and REST API by default | installation scripppromptsfor creating NodePorts.
configuratior? - REST APhttps://<server>:31011 | Users need to expose Federator.ai GUl and REST A
- GUI- https://<server>:31012 service manually.
6 | Will there bea resource giota | CPU/mem request quotshould be | The CPU/memory required for Federator.ai depends
imposed forthe namespace | morethanthe minimum resource | the number of clusters and applicatiobsing
where Federator.ais installe® | requirement monitored/managed.
- CPU5.1Cores Suggestion for initial namespace gads
- Memory:5.0 GB - CPU 8 cores
- Memory12G
The quota could badjustedif the number ofmanaged
clustergapplications increases.
Use the command to get namespace resource quota
$ kubectl get resourcequota-all-namespaces
7 | Doesthis deploymentrequires | By defaultFederator.ai deployment{ To turn on resource request/limit settings for all
resource request/limit do notspecify resource Federator.ai deployments, manually export
specified? requests/limits. It can bedoneby |[SY GANRYYSy G @ NAI 6f &i-0S
setting upanenvironment variable |f I dzy OK S NXa K Q
before installation starts.
$export ENABLE_RESOURCE_REQUIREMENT=y
$ ./federatoratlauncher.sh
Prometheus:
# | Checkist Iltem Requirement Details
1 | What is the Prometheus Recommended versieRrometheus | Use the command below to get Prometheus version

version? (for Kubernetes)

operator helm chart versior8.5.1%
Prometheus operator version: 0.34/
-Prometheus server version: 2.13.1

$ helm Is-A |grep -i prometheus
prometheusadapter =~ monitoring 1
202003-13 15:35:05.28963154 +08 CST deployed
prometheusadapter2.1.3 v0.6.0
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prometheusoperator  monitoring 1
202003-13 14:34:16.132479221 +0800 CST deploye
prometheusoperator-8.12.1  0.37.0

$ kubectl get deploymentA -o cugsom-
columns=IMAGE:.spec.template.spec.containers[0].
age |grep-i prometheus
directxman12/k8gprometheusadapteramd64:v0.6.0
guay.io/coreos/prometheusperator:v0.37.0

DatadogAgent

# | CheckistIltem Requirement Details

1 | IsDatadogAgentinstalled? Datadog Agent is mandatory Kubernetes resources and workload metrics are

collected by Datadog Agent.

2 | IsDatadogQuster Agent Cluster Agent is mandatory ftre Cluster Agent provides metrics to HPA Autoscaler fa
installed? HPA autoscaling feature autoscaling.

3 | IsDatadogwWPAcontroller Datadog WPA iequired if aute Datadog WPA is the HPA Autoscaleveloped by
installed? scaling is done by WPA Datadog. Users can use Datadog WPA or Kuberneté

native HPA to do autoscaling.

4 | Datadog Kafka Consumer Datadog Kafka Consumer integrati¢ Use the commandat confirm Kafka integration is
integration is enabled? is mandatonyif user wansto use enabla

Kafka optimization feature $ kubectl exec<datadog-agent-pod>-n <datadog
agent-namespace>- agent integration show datadog
kafka-consumer
Refer tohttps://www.datadoghg.com/blog/monitor
kafkawith-datadog/for Kafka Consumer integration
installation

5 | Datadog account API key AnAPI key is mandatory for cz2ftt2g (KS &l S BaioreRrSuUSSEBIMA

connecting Datadog Service session tmbtainthe API key.

6 | Datadog account Application | An gplicationkey is mandatory for | Follow the steps describedinkK § & . S ¥ 2 NB
key connecting Datadog Service sessiorto obtainthe Application key.

7 | Isone ofcluster names a1 dzo SOt dzayilyS NESE¢| Casel.>New Datadog Agent installation
configurated forthe Datadog | e_cluster_ naméDD_CLSUTER_NA| InstallDatadogagentt y R Of dza G SNJ I 3
agent/cluster agent? Ef 2y S 2requitekf&Y A|install-f values.yamd, invalues.yaml
1.>DD_TAGS with value Federator.ai to identify Kubernetes
=tkube_cluster<cluster_name | cluster. clusterName <clustername>
Be Ay @I f dzSads
or clusterAgent:

2 Of dza 4 SNy + Y enabled:falsetrue
values.yam| Case2.> In Datadog Agent installed environment, witl
or no Cluster Agent and no cluster_name setting
3.>DD_CLUSTER_NAtE Update Datadog Agent to enable Cluster agent by
Datadog cluster agernt GKStY dinvdlbslya, invalues.yaml
deployment - assign a cluster name

datadog:

clusterName: <clustename>
- enable cluster agent
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clusterAgent:
enabledfalsetrue

- $helm upgrade..

-/ KSOP Yht dAGSNYbI YS¢é
$kubectl get daemonset

<datadog_agent_daemonset_namen

<datadog_agnet_namespace® yaml

-name: DD_CLUSTER_NAME
value:<clustername>

3.>In Datadog Agent and Cluster Agent installed
environment, with no cluster_name ging
UJRI GS 5FGFR23 138y o@
- assign a cluster name
datadog:
clusterName: <clustename>
- $helm upgrade..

-/l KSO1 a55¢/ fdAGSNYbI YS
$kubectl get daemonset
<datadog_agent_daemonset_namesn
<datadog_agnet_namespace® yaml

As:

-name: DD_CLUSTER_NAME
value:<clustername>

4.>In Datadog Agent and Cluster Agent installed
environment, with cluster_name setting
Use the command below to confirm DD_Cluster_Na
- $kubectl get daemonset
<datadog_agent_daemonset_namen
<datadog_agnet_namespace® yaml
As:
-name: DD_CLUSTER_NAME
value:<clustername>

BeforeYou Start

Datadog

The admirrole for installing Fedeator.ai i€tuster Admiry

Datadog agentnustbe ready if Federator.ai rugin the sameKuberneteslusterthat is
beingmonitored.

ObtainDatadog account ARy, Application tey.

1. A Datadog account is required for connecting and using Datadog Cloud Service. If you
R2Yy Qi KIF@S 'y | 002dzyi>x @AaAd 5FGFR23 S«
https://www.datadoghg.com/

2. Log in Datadog Qldl Service with your account and get an A&} and Application
Key for using Datadog API
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https://docs.datadoghqg.com/account management/agmpp-keys/

X Welcome, st You are 50% done setting up
ﬂ Welcome, - !

DATADOG

Your hosts (so far)
You have a hosts reporting

data to Datadog.
Create a dashboard

See your hosts in more detail in
your Expange d host m ap. Your infrastructure 7 hosts

Get a summary of basic metrics ‘ g
_at your
kj Overview dashboard [

Create a monitor

Invite teammates
M Integrations Integrations
APIs

Agent

o

Embeds

You have n integration already installed

Copythe API Keyand Application Keyor Federator.ametrics data source
configuration

v AP Keys

Name Xy . crears by Created at (uTc)
o savadboase Boenacy kyv745 than@gmail com 2020.05-21 08:31:24 Revoke ,

New AP1 key

+ Application Keys
e

SEEREy > TR
Name e Key e creme d by
pod

P | ky745.chen@gmal.com ok

YO SET TS BT HS YT B PSR ST RPT XF[TTYETY

New application key

Sysdig
Different Sysdig APl URL is needed for different regions
o For USEast Sysdig APl URLhigps://app.sysdigcloud.com
o For USNest Sysdig APl URLhigps://us2.app.sysdig.com
o ForEuropean UnionSysdig API URLhisps://eul.app.sysdig.com
CopySysdig Mortor API Toketfior Federator.ai metrics data source configuration
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< [« s #| https://app.sysdigcloud.comft/settings/user o Q «w) @ e

Settings

@ uUserProfile User profile

2 Users
Account Name stella.chen@prophetstor.com
Role Admin
Current Team [ Monitor Operations

B subscription Admin Settings

2 Agen: mstalation Hide Agent Install . ]

Sysdig Moniter API

NO ¢ become invalid and you changes p——
Sysdig Monitor API Token copy

VMware vCenter

You can define a VM cluster from any VMs under the same cluster path. See below for an
example of cluster patbn vCenter.

cluster_path:
“Datacenter/clusterl”

4

v [ 172.31.3.90
w B Datacenter
[ET chustar

[ 172.31.4.85

[& 172.91.4.86

5 h2-227 (orphaned)
51 n2-227 (1) {orphaned)
5 h2-228 [orphaned)

1 h2-279 (arphaned)
M1 h2-230 [orphansed)

B ha-137 (archaned) /
[ hd-137 "'

(5 ha-128
L [ hd-120 J

11 hd-140 (orphaned)
(" i hd-141 3 /
@ hd-142 r/
@ ha-143

\_ R ha-144 y.

“my-vm-clusterl”

“my-vm-cluster2”

AWS CloudWatch
Obtain CloudWatctccount KeyD and Secret Access Key
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1. Use your AWS account ID or account alias, your IAM user name, and your password to
sign in to thel AM console

7

2. D2 G2 a! 00Saa YIylF3aSYSyi petAcceSksEDard { S Odz
Secret Access Key

Identity and Access Users > (EREEID
Management (IAM) 4

Summary Delete user | | @

Dashboard
User ARN arn:aws iam: N Uscr G 7]

Path /

~ Access management

User groups
Creation time  2018-01-09 10:35 UTG+0800

Users
Roles e

Permissions Groups (2) Tags Security credentials | Access Advisor
Policies. v

Identity providers Sign-in credentials

Account seffings Summary e Console sign-in link: https: /(SRS Signin.2ws_amazon.com/console (]
« Access reports

Console password  Enabled (last signed in Today) | Manage

Access analyzer
Assigned MFA device Mot assigned | Manage

Archive rules
Signing certificates  None ¢

Analyzers
Settings Access keys
Use access keys to make programmatic calls to AWS from the AWS CLI, Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or

Credential report
inactive) at a time:

Organization activity
For your protection, you should never share your secret keys with anyone. As a best practice, we recommend frequent key rotation.

Seikeltontinlpolciesl(SCES) If you lose or forget your secret key, you cannot retrieve it. Instead, create a new access key and make the old key inactive. Leamn more
B o Create access key
Q search IAM
Access key ID Created Last used Status
AWS account ID:
z 121 Axacy T~ 2018-02-13 11:37 UTC+0800 2021-05-18 2212 UTC+0800 with storagegateway in us-east-2 Active | Make inactive x
AkIAY 5 FQ 2018-02-27 17:38 UTC+0800 2020-01-28 14:35 UTC+0800 with sts in us-east-1 Active | Make inactive x

https://docs.aws.amazon.com/IAM/latest/UserGuide/id credentials acdesss.html
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